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1. OVERVIEW 

1.1 Purpose of this document 

This document sets out guidance for end markets to consider when implementing their own 

procedures to prevent illicit trade, money laundering and/or terrorist financing.  This document 

explains the standards which BAT operating companies are expected to meet.  End markets are 

ultimately responsible for the processes and procedures they adopt. 

The Standards of Business Conduct (SoBC) and applicable laws (including the UK Tobacco 

Products Duty Act 1979 (TPDA), the Proceeds of Crime Act 2002 (POCA), the Terrorism Act 

2000 (TA) and the UK Criminal Finances Act 2017 (CFA)) require BAT operating companies to 

ensure that they do not knowingly engage in unlawful trade in tobacco leaf and/or products, 

money laundering/terrorist financing and/or the evasion of excise duties and similar taxes or 

facilitation of the same, and their business practices only support legitimate trade in tobacco leaf 

and/or products.  Anti-illicit trade (AIT) policies and procedures, including these Supply Chain 

Compliance procedures (SCC Procedures), must be read and applied in conjunction with the 

SoBC applicable to all BAT companies. 

This document provides guidance on complying with commitments regarding illicit trade in the 

SoBC.  In particular, it sets out procedures for maintaining robust supply chain controls and taking 

appropriate action where there are risks that the tobacco leaf and/or products of BAT operating 

companies may be smuggled. 

As well as BAT operating companies, any other person or entity engaged by contract by a BAT 

operating company to manufacture, sell, distribute or store any tobacco leaf and/or products 

(Contractor) should be informed of the SCC Procedures and is expected to comply with them.  

BAT operating companies must also make the position on illicit trade clear to any person or entity 

(other than a BAT operating company or a direct store distribution customer (DSD Customer) of 

a BAT operating company) which directly purchases tobacco leaf and/or products from a BAT 

operating company (Customer).  Contractors and Customers (together, Supply Chain Entities) 

should be informed in writing about AIT policies and procedures, including these SCC 

Procedures. 

BAT operating companies must provide a copy of the summary of these SCC Procedures at 

Appendix H to all Supply Chain Entities. 

1.2 Application 

a) All end markets 

All BAT operating companies, including operational Business Units and Central/Regional 

Functions, as well as Supply Chain Entities, are expected to abide by the SoBC.  BAT operating 

companies should maintain certain controls in respect of all markets into which the tobacco leaf 

and/or products of BAT operating companies are supplied to prevent the tobacco leaf and/or 

products being diverted into illicit trade channels or being used for illicit purposes. 

b)  High-risk markets/brands 

In end markets representing a high risk of being the source of smuggled tobacco leaf and/or 

products, as identified in Appendix A, additional controls will be required. 

Guidance on appropriate controls for both categories of markets is provided in Section 2 below.  

BAT operating companies should consider adopting all controls which are appropriate given 

market conditions and risk levels. 

http://www.bat.com/sobc
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1.3  Governance and compliance 

Non-compliance with these SCC Procedures should be reported as a breach of the SoBC, in 

accordance with the SoBC and the whistleblowing procedure (Whistleblowing Procedure). 

The UK Corporate Governance Code requires the board of British American Tobacco p.l.c. to 

monitor "risk management and internal control systems" for all BAT operating companies.  In line 

with this requirement, a control self-assessment exercise, referred to as Control Navigator, is 

completed by BAT operating companies on an annual basis.  The scope and nature of the self-

assessment questions are driven by the respective functional Global Process Owners, with the 

completion of the exercise being coordinated by the Business Controls Team.  Compliance with 

these SCC Procedures will be monitored as part of the annual self-assessment undertaken by 

BAT operating companies and adherence to these SCC Procedures will be required for the 

satisfactory completion of the Control Navigator.       

A central Supply Chain Centre of Excellence (SCCoE) will provide support to end market 

leadership teams (LT) on the practical implementation of the controls set out in these SCC 

Procedures.  The SCCoE will comprise:  

a. Governmental Affairs, LEX – Senior Regulatory Compliance Manager – Supply Chain; 

b. Business Conduct and Compliance, LEX – Head of Competition Law and Sanctions; and  

c. Governmental Affairs, LEX – Regulatory Compliance Manager – Supply Chain.  

The operation of these SCC Procedures will be overseen by the local LT for each BAT operating 

company.  The local LT will be responsible for escalating breaches of these SCC Procedures, as 

necessary, in line with the SoBC, the Whistleblowing Procedure and the Control Navigator.  In 

addition, the SCCoE should ensure that as soon as they become aware of any suspected or 

actual breaches of these SCC Procedures, they are similarly reported. 

Each local LT should be aware of and ensure compliance with all applicable laws, for example 

the TPDA, money laundering regulations, POCA, TA and the CFA as well as all other relevant 

policies and procedures. 

The CFA has wide extraterritorial effect and will therefore not just cover activities in the UK but 

could cover activities anywhere in the world.  Activities by "associated persons" (which can 

include employees, local entities, Supply Chain Entities and DSD Customers) that constitute the 

criminal facilitation of tax evasion could lead to consequences (including criminal liability) for BAT 

group companies in the UK, even if they take place in an end market outside the UK.  This could 

(for example) include sales of tobacco products by a local BAT entity or distributor to a Customer 

that they know will smuggle those products across the border without payment of excise duties in 

the country of destination. 

Similarly, POCA and the TA have a wide effect and could cover activities which ultimately occur 

overseas.  In particular, while criminal activities may have occurred overseas, there is clear 

jurisdiction under POCA and the TA to punish money laundering or terrorist financing where the 

criminal or terrorist funds originate in the UK or eventually end up in the UK (for example if a BAT 

company overseas receives criminal property and then pays dividends or makes internal 

company payments which result in those funds being brought into the UK). 

Verification of compliance with these SCC Procedures will be undertaken periodically by the 

Group Internal Audit team as part of the standard audit process. 

These SCC Procedures are intended to be used only for the purpose set out in Section 1.1 

above.  They should not be used for any other purpose, e.g. to control commercial decisions on 

pricing or otherwise by legitimate Customers or subsequent customers.  Such misuse could 

constitute a breach of competition law or other laws. 

https://www.frc.org.uk/directors/corporate-governance-and-stewardship/uk-corporate-governance-code
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1.4 Data protection  

Under these SCC Procedures, BAT operating companies may hold and use records which 

contain 'personal data' of individuals, including Supply Chain Entities.  Under European data 

protection law, personal data is any information that relates to individuals, including but not limited 

to a name, contact details, allegations of criminal activity, bank account, and business contact 

information.  

In relation to these SCC Procedures, personal data is likely to be processed during know your 

customer (KYC) checks, as outlined in Appendix B, in particular: 

• the due diligence process (e.g. completing the Due Diligence Checklist); 

• the risk assessment and related decisions taken (e.g. completing the Customer 

scorecard, and Customer Information Form (along with the collection of any relevant 

supporting documentation); and  

• the ongoing monitoring and review of Customers, including any red flags identified. 

a) Compliance with local law  

BAT operating companies will first and foremost comply with any applicable legislation relating to 

personal data and will ensure that processing of personal data is undertaken in accordance with 

local law.  Where applicable data protection laws require a higher level of data protection than is 

provided for in these SCC Procedures, the higher level of protection will take precedence over 

these SCC Procedures.  

b)  Reasons for processing  

BAT operating companies should ensure that, where required, a legal basis exists for its 

processing of personal data, and they should also comply with applicable law.  

c) Transparency  

BAT operating companies should be transparent about how they use personal data they hold on 

individuals (usually by means of a privacy notice) and comply with applicable law.  

d) Keeping personal data accurate and up to date  

BAT operating companies should keep personal data accurate and up to date, and only for as 

long as it is necessary for the purposes for which personal data is processed.  In doing so, BAT 

operating companies should comply with all relevant policies and applicable laws.  

e) Taking appropriate security measures  

BAT operating companies should take appropriate security measures to protect personal data in 

accordance with all relevant policies and applicable law. 

f) Honouring individuals' rights 

BAT operating companies should adhere to all relevant procedures and applicable law for dealing 

with individuals' rights and respond to any queries or requests made by individuals in connection 

with their personal data.  

g) Data sharing 

Local BAT operating companies should ensure that any disclosure of personal data to third 

parties (e.g. law enforcement/governmental authorities, regulators) should be in accordance with 

applicable data protection law and all relevant policies.  Where local BAT operating companies 
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are required to share personal data with third parties, a data disclosure template can be 

requested from the SCCoE. 

International transfers of personal data are subject to certain legal restrictions and therefore BAT 

operating companies should ensure that all transfers are in accordance with the applicable 

procedures and internal policies (e.g. standard contractual clauses).  

h) Compliance  

BAT operating companies should have appropriate staff and support to ensure they oversee 

privacy compliance and should implement appropriate technical and organisational measures to 

enable and facilitate compliance with these SCC Procedures. 

1.5  Risk assessment 

A comprehensive self-assessment of the risk of illicit trade in respect of brands supplied and the 

overall market will be conducted by end markets and signed off by each local LT.  The SCCoE 

will be available to provide input as required.  This assessment will be based on the risk 

assessment set out in Appendix A. 

The risk assessment should be undertaken on a yearly basis at minimum, as well as whenever 

circumstances arise which require the risks to be assessed or re-assessed, for example when:  

• specific brands in specific markets have been identified by a BAT operating company or 

authorities as being at high risk of being smuggled or have been seized by authorities in 

significant quantities; or 

• brands believed by the local LT or the SCCoE to be at high risk of being smuggled are 

introduced into new markets; 

• there is an identified risk of criminal facilitation of tax evasion in relation to the specific 

brand or end market; or 

• the end market has any other reason (e.g. market intelligence, independent research, 

etc.) to believe that a market or a brand presents a high risk of smuggling. 

See Appendix A for further details. 

1.6  Status of the SCC Procedures 

These SCC Procedures provide guidance on the controls expected of end markets when 

developing their own SCC processes.  These SCC Procedures and the high-risk markets and/or 

brands listed in Appendix A will be reviewed on a regular basis by the SCCoE.  These SCC 

Procedures will be revised and updated in accordance with any relevant changes in the SoBC or 

other policies, principles and standards, legislative amendments, changes to the approach to 

interpretation of legislative provisions, specific requests or guidance from authorities, and other 

developments and trends identified in the market and general business environment.   
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2. SUPPLY CHAIN CONTROLS APPLICABLE TO ALL MARKETS 

The SoBC expect BAT operating companies to maintain controls to prevent tobacco leaf and/or 

products being diverted into illicit trade channels.  Failure to undertake appropriate steps will 

constitute non-compliance with the SoBC. 

In all end markets, these controls should include:  

2.1 KYC and 'know your supplier' evaluation and approval procedures 

KYC and know your supplier (KYS) are important procedures.  They are necessary, for example, 

to ensure that the tobacco leaf and/or products of BAT operating companies are only sold to 

reputable Customers and made using reputable Contractors. 

All BAT operating companies should conduct due diligence on Customers and DSD Customers in 

accordance with Appendix B.  BAT operating companies may also be required to conduct local 

due diligence on behalf of other BAT operating companies where those companies have 

Customers within their jurisdiction.  BAT operating companies should refer to other applicable 

SoBC procedures, such as the sanctions and anti-bribery and corruption procedures, for 

additional guidance on KYC requirements. 

BAT operating companies should also conduct due diligence on suppliers, including Contractors, 

in accordance with supply chain management procedures such as the Know Your Supplier 

Framework and Supplier Code of Conduct. 

KYC is only effective when the information gained from KYC is used appropriately.  Where a BAT 

operating company is, for example, unable to verify a Customer in accordance with KYC 

procedures this could potentially be a red flag for supply chain compliance, money laundering 

and/or terrorist financing purposes.  Similarly, information obtained during the KYC processes 

could be indicative of supply chain compliance issues, money laundering and/or terrorist 

financing.  All BAT operating companies should be aware of these risks and know what to do 

when red flags of supply chain compliance, money laundering and/or terrorist financing are raised 

during the KYC process.  More information on these red flags and the escalation procedure for 

such red flags can be found in Appendix G. 

2.2 Monitor supplies to market 

BAT operating companies should monitor the overall mix and volume of tobacco products 

supplied to individual markets.  Accurate and up-to-date records of all volumes and brands 

supplied as well as all Customers and DSD Customers to whom the tobacco products are 

supplied should be maintained.  

2.3 Procedures for investigating, suspending and terminating dealings with Supply 

Chain Entities suspected of involvement in illicit trade 

BAT operating companies should seek contractual rights to investigate, suspend and cease 

dealings with Supply Chain Entities, and to require Supply Chain Entities to cease dealings with 

parties further along the supply chain, if it is reasonably believed that Supply Chain Entities (or 

others in the supply chain such as subsequent customers) are involved, knowingly or recklessly, 

in illicit trade, money laundering/terrorist financing and/or tax evasion or facilitation of tax evasion.  

See Appendix B for sample wording which BAT operating companies should consider 

incorporating into Customer agreements, where appropriate.  Sample wording for Contractors 

can also be found in Appendix B. 

Where BAT operating companies become aware of non-compliance by Supply Chain Entities or 

others in the supply chain (such as subsequent customers) with applicable laws and/or supply 

chain policies and procedures, including these SCC Procedures, this should be reported 

http://www.bat.com/group/sites/uk__9d9kcy.nsf/vwPagesWebLive/DO9EAMHQ/$FILE/medMDB4GDSF.pdf?openelement
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immediately to the local LT, who must take steps in line with the SoBC, the Whistleblowing 

Procedure and the Control Navigator.  The local LT, with support from the SCCoE where 

required, will identify actions to address any non-compliance and ensure they are carried out.  

These actions may include: 

a. warning against non-compliance and requesting an explanation; 

b. asking for steps to be taken to remedy non-compliance; 

c. reduction in supplies of tobacco leaf and/or products; 

d. delisting of certain brands; 

e. capping sales;  

f. where necessary, suspension or termination of supplies; 

g. where necessary, cessation of dealings; and/or 

h. reporting non-compliance to the authorities. 

It is important to note that POCA and the TA contain offences regarding actions which are likely 

to prejudice an investigation.  This includes disclosing information to another person which might 

make them aware that an investigation is being conducted into them or their property.  The 

punishment for engaging in such behaviour includes potential imprisonment and/or large fines.  

Accordingly Supply Chain Entities should not be notified that a company within the BAT group or 

any other person suspects or has taken any action to address money laundering or terrorist 

financing concerns relating to that Supply Chain Entity. 

2.4 Response to notified seizures 

BAT operating companies should respond appropriately to all notifications of seizures of alleged 

"BAT" branded products by authorities.  To the extent reasonably practicable, steps should be 

taken to assess the information received, investigate the seizures and identify whether any 

actions can be taken or additional controls introduced in order to reduce the risk of the tobacco 

products being diverted into illicit trade channels.  What actions/controls are appropriate will 

depend on the pattern of smuggling, available track and trace technology, circumstances of the 

seizure, etc.  Appendix D sets out guidance and examples of processes for managing and 

responding to seizures. 

BAT operating companies should provide information about seized products requested by 

regulatory authorities, and/or required by legislation, in accordance with the deadlines set by 

authorities/legislation and in any event without unreasonable delay. 

Restrictions may apply, for example, in relation to privileged legal advice, under "tipping off" rules 

or commercially sensitive information. 

2.5 Training for employees of BAT operating companies 

BAT operating companies should provide training on the requirements of the SCC Procedures to 

all employees who have or may have a role facing Supply Chain Entities, including any 

employees in Trade, Procurement and LEX.  Available training is set out in Appendix F. 

2.6 Communication with Supply Chain Entities on illicit trade issues 

BAT operating companies should engage in regular communication with Supply Chain Entities on 

illicit trade issues, to reinforce the importance of avoiding money laundering/terrorist financing or 

facilitating illicit trade and tax evasion.  
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3. ADDITIONAL SUPPLY CHAIN CONTROLS APPLICABLE TO HIGH-RISK MARKETS  

High-risk markets must adopt the additional controls below where appropriate and reasonably 

practicable.  Failure to undertake appropriate steps will constitute non-compliance with the 

SoBC. 

3.1 Extended KYC procedures 

In high-risk markets, BAT operating companies should conduct due diligence in respect of all 

distributors of their tobacco products to the retail level, including, where possible, subsequent 

customers of a BAT operating company's Customers. 

3.2 Measures to ensure supply to markets reflects legitimate demand 

BAT operating companies should monitor the overall mix and volume of tobacco products 

supplied to individual markets which are high-risk for illicit trade to ensure supplies are consistent 

with legitimate demand in those markets. 

To this end, they must: 

• have a legitimate demand calculation for total market and all high-risk brands; and 

• maintain accurate and up-to-date records of all volumes and brands supplied as well as 

all Customers and DSD Customers to whom tobacco products are supplied. 

Legitimate demand calculations should be updated on an annual basis.  Sales volumes should 

then be monitored on a monthly basis during S&OP meetings and BAT operating companies 

should satisfy themselves that volumes sold are commensurate with legitimate demand.  Where 

necessary, BAT operating companies may decide to cap sales in areas that represent a high 

smuggling risk or cap sales of specific brands representing a high smuggling risk. 

BAT operating companies should be prepared to justify their estimates of legitimate demand upon 

request from the SCCoE, the Group Internal Audit team and any relevant authorities. 

See Appendix E for guidance on how to estimate legitimate demand. 

3.3 Tracking and tracing supplies 

BAT operating companies in markets at high-risk of illicit trade should introduce track and trace 

technology to the first external customer.  The requirement to track and trace supplies to the first 

external customer may not apply in respect of certain end markets where a BAT operating 

company only supplies a single first external customer.  Please contact the SCCoE for further 

details. 

BAT operating companies should be able to identify the first external customers which supplied 

seized tobacco products in respect of all seizures of tobacco products originating from markets at 

high-risk of illicit trade. 

Where necessary to identify the point at which tobacco products have left the legitimate supply 

chain, BAT operating companies may need to introduce additional measures such as: 

• track and trace beyond the first external customer (Additional Customer Tracking or 

ACT); or  

• other checks (e.g. audits of retailer sales volumes) to ensure that all tobacco products 

supplied to a market are in fact ultimately sold at retail in the intended market. 

The local LT, with input from the SCCoE, will consider whether such additional measures are 

appropriate in any given market based on the risk assessment and will recommend that such 

measures are undertaken where they are reasonable and practicable. 
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3.4 Training for Supply Chain Entities 

BAT operating companies may wish to consider conducting training for Supply Chain Entities in 

high-risk markets to address the specific circumstances giving rise to illicit trade, money 

laundering/terrorist financing and/or facilitation of tax evasion risks in that market. 

BAT operating companies should refer to Appendix F and may consult the SCCoE regarding the 

content of the training. 

3.5 Communication with subsequent customers on illicit trade issues 

To the extent that it is reasonably practicable, BAT operating companies may wish to consider 

communicating directly with subsequent customers, where this is required to address illicit trade 

risks in a specific high-risk market or in respect to specific high-risk brands.   As noted above, any 

suspicion of money laundering or terrorist financing must be treated carefully to minimise the risk 

of a person committing an offence of prejudicing an investigation.  

3.6 Flow-down of obligations to subcontractors and subsequent customers 

BAT operating companies should ensure that the specific contractual obligations placed on high-

risk Supply Chain Entities in relation to illicit trade, money laundering/terrorist financing and 

facilitation of tax evasion are also imposed on the Supply Chain Entities' subcontractors and 

subsequent customers.  This should be carried out by way of a contractual requirement on the 

Supply Chain Entity.  
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APPENDIX A: RISK ASSESSMENT AND HIGH-RISK MARKETS/BRANDS1 

a) Risk assessment 

BAT operating companies should document their evaluation of illicit trade risks in respect of the 

overall market and in respect of each brand supplied. 

Markets and brands should be assessed based on the following inputs: 

1. Information on illicit trade risks from authorities (such as HMRC, OLAF, etc.). 

2. Research data indicating that certain markets and/or brands are high risk for smuggling. 

3. Annual seizure data including the volume and/or circumstances of the seizures being 

made of a particular brand or from a particular country. 

4. Information on smuggling trends. 

5. Relative prices of brands in neighbouring markets. 

6. Position of country in respect of the international corruption index. 

7. Tax evasion risk in the country, taking into account OECD2 lists. 

8. Features of the transportation and distribution networks for a particular brand or particular 

country e.g. route to market. 

9. Any other relevant factors. 

Risk assessments should be undertaken on a yearly basis at minimum, as well as whenever 

circumstances arise which require the risks to be assessed or re-assessed.  The local LTs and 

the SCCoE will be available to provide input as required.  Risk assessments should be signed off 

by the local LT. 

b) List of high-risk markets and brands 

High-risk markets: 

1. Afghanistan 

2. Belarus 

3. Belgium 

4. High risk3 duty free locations, channels and/or customers and MRO4 markets 

5. Gibraltar 

6. Iran 

7. Iraq 

8. Luxembourg 

9. Nigeria 

10. Poland 

11. Romania 

12. Ukraine 

13. Spain (Mainland and Balearic Islands) 

14. Syria 

15. Vietnam 

16. Yemen 

                                                   
1  The list of high-risk markets/brands reflects the position as at the date of this document and may be amended from 

time to time. 
2  Organisation for Economic Co-operation and Development. 
3  Due to the particular business model underpinning the duty free and MRO markets, BATGTR will determine high risk: 

GTR locations, channels and/or customers; and MRO markets, at least on an annual basis and inform the SCCoE of 

any changes to the list. 
4  The reference to "MRO" appears in HMRC's specification notices and means "mobile retail operators" i.e. cruise 

ships.   
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17. Distribution markets (i.e. any market where the BAT operating company's presence is 

through a third-party distributor and where the distributor arranges for customs clearance 

on import) 

High-risk brands: 

1. 555 

2. Cutters Choice 

3. Golden Virginia (GTR)  

4. Benson & Hedges (GTR)  

5. Kent 

6. Pall Mall 

7. Viceroy 

8. Rothmans Demi 
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APPENDIX B: KYC 

Ultimate responsibility for KYC rests with local BAT operating companies and their trade 

departments (with oversight from the local LT as required).  Local trade departments will need to 

ensure that appropriate personnel are involved so that KYC is adequately undertaken for each 

Customer/DSD Customer.  For the purposes of these SCC Procedures it is assumed that:  

• the local trade team will be responsible for carrying out due diligence and making a 

recommendation on whether to commence or continue business with a Customer or DSD 

Customer;  

• the General Manager or LT of the local operating company will make the final decision on 

approvals; 

• the local trade team will maintain schedules of approved Customers/DSD Customers and 

retain required documentation for each Customer/DSD Customer; and 

• responsibility for overseeing KYC will fall on the local LT. 

The process outlined below in this Appendix B only applies to Customers of BAT operating 

companies and is not applicable for DSD Customers supplied directly through a BAT operating 

company's in-house distribution.  BAT operating companies should undertake KYC for DSD 

Customers supplied directly through a BAT operating company's in-house distribution in line with 

local legal requirements.  Where DSD Customers are supplied through Supply Chain Entities, the 

Supply Chain Entities should ensure compliance with KYC requirements in line with local legal 

requirements.  BAT operating companies should ensure that relevant Supply Chain Entities are 

aware of the KYC process as outlined in this Appendix B. 

a) KYC process overview 

 

 

 

 

 

 

 

 

 

 

 

 

b) Due Diligence Report 

The Due Diligence Report will consist of: 

• completed Due Diligence Checklist; 

• completed Customer scorecard; 

• completed Customer Information Form; and 

• supporting documentation referred to in the Customer Information Form. 

Customer Data Collection

● Local trade team to 
complete Due 
Diligence Report for 
potential new 
Customer

Recommendation

● Local trade team 
recommends whether 
to commence or 
continue business with 
Customer

Approval 

● General Manager or 
LT of local operating 
company approves 
Customer

Control and 
Monitoring

● Local trade team to 
maintain schedule of 
approved Customers

● Local trade team to 
keep Customer 
Information Form, 
supporting documents 
and schedule of 
approved Customers up 
to date
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The Due Diligence Report must be updated regularly in accordance with the control and 

monitoring process set out below. 

c) Due Diligence Checklist 

A copy of the Due Diligence Checklist is available at Appendix C along with a Customer Review 

form which should be completed and signed for each Customer. 

d) Scorecard 

The scorecard outlined below should be considered with the other measures outlined in this 

Appendix B to determine whether a potential Customer is to be considered a high risk (High-

Risk Customer) for the purposes of these SCC Procedures. 

The scorecard identifies responses to the questions in the Customer Information Form which 

indicate that a Customer may carry an illicit trade risk (Risk Indicators). 

The list below contains some examples of Risk Indicators, but is not exhaustive: end markets 

must always be vigilant for anything which appears out of the ordinary and take action to address 

that concern before determining the Customer risk or approving the Customer.  If in doubt, end 

markets should seek further information from the potential Customer. 

It is possible that some Risk Indicators can be "removed".  The manner in which a Risk Indicator 

may be removed will differ depending on the type of Risk Indicator identified and the 

circumstances.  End markets will need to exercise their judgment and consider whether either a 

legitimate explanation may be provided, or steps put in place, to mean the Risk Indicator may no 

longer indicate that the Customer may carry an illicit trade risk. 

However, the object of the process is not to remove Risk Indicators, but to ensure that the right 

risk assessment is reached by the end market and the BAT operating company is protected 

appropriately. 

At the end, the end market should add up all of the Risk Indicators which remain.  Whether the 

Customer is a High-Risk Customer will then be determined by reference to the table below.  

There may be some potential Customers who simply cannot be supplied with tobacco leaf and/or 

products. 

Status Test 

Normal risk • 0-1 Risk Indicators which cannot be removed. 

High-Risk Customer • 2-3 Risk Indicators which cannot be removed. 

Cannot be supplied by the 
BAT operating company with 
tobacco leaf and/or products 

• 4 or more Risk Indicators which cannot be removed. 

• If the potential Customer is itself identified on, or 
owned/controlled by a party identified on, a UN, US, EU or 
UK restricted parties (sanctions) list, that potential 
Customer cannot be supplied with tobacco leaf and/or 
products and the Global Sanctions Compliance Counsel 
should be informed. 

• If the potential Customer is under criminal investigation or 
has previously been convicted of a serious criminal offence 
(such as bribery, fraud, theft or tax evasion, for example). 

• If the Customer does not have all valid permits, licences 
and authorisations required to conduct business and sell 
tobacco leaf and/or products. 
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High-risk markets and/or brands 

It will be a Risk Indicator (which cannot be removed) if a potential Customer is operating in a 

market or wishes to sell the tobacco brands which are listed as high risk in Appendix A.  Selling 

a high-risk brand in a high-risk market will only constitute one Risk Indicator for the purposes of 

the Customer scorecard.  Similarly, selling two high-risk brands or in two high-risk markets will 

only count as one Risk Indicator. 

Failure to provide any of the requested information 

A failure to provide any of the requested information required by any of the questions in the 

Customer Information Form below will constitute a Risk Indicator (one Risk Indicator for each 

incomplete answer to a question) unless the potential Customer has a legitimate reason for the 

failure to provide such information. 

e) Customer Information Form 

The Customer Information Form sets out the information and supporting documents that should 

be collected for every potential new Customer.  A template Customer Information form is 

available at Appendix C along with a Customer Consent form which should be completed for 

each named individual listed on the Customer Information Form. 
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Customer Information Form 

Information Supporting Documents Risk Indicators 

1. Name of Customer 
  

2. Address: 

a) Trading address of Customer 

b) All other known addresses (such as 
residential address in case of individual or 
registered address in the case of corporate) 

  

3. If individual: 

a) Full name 

b) Other name(s) known by 

c) Nationality 

d) Date of birth 

e) Country of residence 

f) Passport number (or other ID number) 

• Copies of identification documentation such 
as passport or other ID  

 

• Customer fails to provide relevant 
identification documents  

 

4. If corporate: 

a) Type of corporate structure (e.g. limited 
company, partnership) 

b) Registered name(s) 

c) Any previous registered name(s) in the past 
12 months 

d) Any trading name(s) (if different from 
registered name) 

e) Previous trading name(s) in the past 12 
months 

• Copies of relevant documentation such as 
company registration details 

• Customer fails to provide relevant 
documentation 

• If the Customer has been incorporated for 
less than six months 

• Customer has changed its registered or 
trading name in the past 12 months 
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Information Supporting Documents Risk Indicators 

f) Date of incorporation 

g) Place of incorporation 

h) Company registered number, tax identification 
number, and any other identifying number 

i) Number of employees  

5. If corporate: 

The (i) full name; (ii) other name(s) known by; (iii) 
nationality; (iv) date of birth; (v) country of residence; 
and passport number (or other ID number) of: 

a) The primary contact person at the Customer 

b) If different, the corporate’s directors 

c) If different, the individual(s) that have ultimate 
control/ownership of the company (i.e. with a 
20% or greater holding in the company)  

• Copies of identification documentation such 
as passport or other ID 

• Customer fails to provide relevant 
information and supporting documents 

6. For both corporates and individuals: 

Source of wealth information demonstrating where 
the corporate or individual source their funds or the 
reason for their wealth 

• Previous pay or employment information 

• Historic annual reports or financial 
statements 

• Customer cannot explain where their funds 
have originated from or cannot provide 
supporting evidence 

7. Does Customer have all valid permits, licences 
and authorisations required to conduct business 
and sell tobacco leaf and/or products? 

 Yes ☐ 

 No ☐ 

If no, provide explanation 

Copies of all necessary permits, licences or 
authorisations (e.g. business licence, tax 
registration, VAT/GST and excise registrations, 
tobacco permit, etc.) 

• Customer does not have all valid permits, 
licences and authorisations to conduct 
business and/or sell tobacco leaf and/or 
products 
Note: a Customer cannot be supplied with 
tobacco leaf and/or products if it does not 
have the necessary permits, licenses or 
authorisations  

8. Details of ownership of Customer Copies of identification documentation for owner 
of Customer e.g. 

• It is unclear who truly owns or controls the 
Customer (e.g. cannot see beyond nominee 
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Information Supporting Documents Risk Indicators 

a) Full legal name of owner 

b) Address of owner 

• For individuals: passport or national ID  

• For companies: company registration details 

company or holding vehicle, limited 
information on shareholders)  

9. Financial information 

a) Financial soundness 

A credit check has been completed on the 
Customer and the Customer has an acceptable 
rating 

 Yes ☐ 

 No ☐ 

b) Details of bank account to be used for 
payments: 

Branch number 

Financial institution number 

Account number 

Name of financial institution 

Branch address 

Account holder name 

Account holder address 

If bank account is held by an individual or entity 
other than the Customer, provide explanation 

If method of payment will be other than by bank 
transfer, provide explanation 

Copy of Customer credit check • Customer credit checks are not satisfactory 

• Payments from a bank account in a country 
other than where the Customer is located or 
where tobacco leaf and/or products are to be 
sold without a suitable explanation 

• Payments to be made by a different person 
or legal entity to the Customer without a 
suitable explanation 

• Payments from multiple bank accounts 

• Method of payment will be other than by 
bank transfer without a suitable explanation 

10. List of: 

a) Directors and officers (names and addresses)  

b) All affiliated companies of Customer 

Copies of company registration documents and 
other official company documents (e.g. copy of 
the company register) 
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Information Supporting Documents Risk Indicators 

11. Satisfactory completion of background checks 

A screening database check (e.g. World-Check One) 
has been completed and the Customer has an 
acceptable rating 

The screening database check did not identify any 
adverse media concerning criminal or unethical 
activity involving (i) the Customer (ii) any of its 
directors or (iii) any of the individual/s that have 
ultimate control/ownership of the Customer 

 Yes ☐ 

 No ☐  

12. Criminal or legal charges or convictions 

Have criminal or legal charges or convictions ever 
been laid against the Customer and/or any of its 
directors or officers? 

 Yes ☐ 

 No ☐ 

If yes, provide details of any convictions or charges 

Print-out of screening database check  • Customer does not clear screening database 
check 
Note: the Customer will automatically be 
higher risk if (i) the Customer (ii) any of its 
ultimate beneficial owners (iii) or any of its 
directors are on any sanctions list or 
regulatory law enforcement list 

• Any serious criminal or legal charges or 
convictions (i.e. not a driving offence or 
equivalent) 

13. Customer sales plan 

a) Forecast sales volume of "BAT" branded products 
(12 months) 

b) Intended geographic market(s) of 
distribution/retail sale of "BAT" branded products 

c) List of onward customers for "BAT" branded 
products 

If Customer does not provide the above details, 
provide explanation 

Customer sales plan • Failure to provide a satisfactory Customer 
sales plan without a suitable explanation 

• Customer is selling in a high-risk market 
and/or selling high-risk brands, as outlined in 
Appendix A 
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f) Schedule of approved Customers 

Once the KYC process has been carried out, the information and documents should be retained 

for all approved Customers/DSD Customers.  A schedule of approved Customers/DSD 

Customers should be maintained, for example: 

g) Control and monitoring 

When 

The information collected in the KYC process should be updated in line with local legal 

requirements for DSD Customers and for Customers: 

• upon contract renewal; 

• when there has been a material change in the control/ownership of the Customer; 

• when there has been a change in the route to market;  

• where there are circumstances giving rise to concerns about the market or Customer; 

and/or 

• at least every two years for High-Risk Customers and at least every three years for all 

other Customers. 

How 

BAT operating companies should consider writing to the Customer requesting written 

confirmation of any material changes to the Customer data collected in the KYC process.  Where 

there are circumstances giving rise to concerns about the market or Customer, additional KYC 

measures may be appropriate e.g. repeating the full KYC process. 

h)  Example wording for Customer agreements 

BAT operating companies should consider incorporating provisions in agreements, particularly for 

High-Risk Customers and new Customers, entitling them to suspend and cease dealings if it is 

reasonably believed that the Customers (or parties further along the supply chain e.g. subsequent 

Name of Approved 
Customer/DSD 
Customers 

Documents Due diligence last 
updated 

Customer: 1. Completed Due Diligence Checklist on 
[date] 

2. Completed Customer scorecard on 
[date] 

3. Completed Customer Information Form 
on [date] 

4. Supporting Documents obtained 

a) company registration details; 
b) copies of permits 
c) copies of tax registrations (e.g., 

GST/VAT, excise); and 
d) [other documents]. 

Date: 

DSD Customer: 1. [List documents completed/obtained as 
part of KYC for DSD Customers in line 
with local legal requirements]. 

Date: 
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customers) are involved, knowingly or recklessly, in illicit trade, money laundering/terrorist 

financing and/or tax evasion or facilitation of tax evasion. 

Where practicable, existing agreements with all Customers should be reviewed and amended to 

include such provisions whenever the information collected in the KYC process is updated. 

Example contractual wording is provided below.  The local LT is responsible for adapting the 

wording as necessary to ensure the legality, effectiveness and enforceability of the provisions 

under applicable local laws. 

Compliance 

The Customer warrants and represents that it, along with its employees, agents, contractors, 

representatives and Subsequent Customers, that: 

1) it has seen, read and will comply with the Standards of Business Conduct, Summary of 

SCC Procedures, and [other relevant policies]; 

2) it is fully aware of and understands the provisions of applicable Money Laundering, 

Terrorist Financing and Taxation Laws and that it has in place robust and reasonable 

internal procedures to ensure that its employees, agents, contractors, representatives and 

Subsequent Customers comply with the applicable Laws (including, but not limited to, 

appropriate policies, approval processes, training and monitoring); 

3) to the best of its knowledge and belief, none of its assets or funds are or represent the 

proceeds or benefit of criminal activity;  

4) it is not and has not been involved in any arrangements which are or could constitute 

arrangements which facilitate the commission of a Money Laundering or Terrorist 

Financing Offence; 

5) it has not committed and will not commit a Money Laundering or Terrorist Financing 

Offence, a Tax Evasion Offence or Tax Evasion Facilitation Offence; and 

6) it will promptly notify the Company in writing if: 

a) it becomes aware of any Money Laundering or Terrorist Financing Offence, Tax 

Evasion Offence or Tax Evasion Facilitation Offence by it, its employees, agents, 

contractors, representatives or Subsequent Customers; or 

b) it or its employees, agents, contractors, representatives or Subsequent Customers 

become the come the subject of any investigation, inquiry or enforcement 

proceedings by any governmental, administrative or regulatory body regarding any 

Money Laundering or Terrorist Financing Offence, Tax Evasion Offence or Tax 

Evasion Facilitation Offence, or any such investigation is threatened or pending. 

Indemnity 

The Customer agrees to indemnify the Company against any losses, liabilities, damages, costs 

(including, but not limited to, legal fees) and expenses incurred as a result of any Money 

Laundering or Terrorist Financing Offence, Tax Evasion Offence or Tax Evasion Facilitation 

Offence by it or its employees, agents, contractors, representatives or Subsequent Customers. 

Acknowledgements 

The Customer acknowledges and agrees that the Company has in place various processes, 

protocols and procedures to minimise the risk of the Company committing a Money Laundering or 

Terrorist Financing Offence, a Tax Evasion Offence or a Tax Evasion Facilitation Offence.  Where 

the Customer does not provide information requested by the Company in a timely fashion or 
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where the Company has reasonable cause to suspect that the Customer has or would commit a 

Money Laundering or Terrorist Financing Offence, a Tax Evasion Offence or a Tax Evasion 

Facilitation Offence, then the Company reserves the right to delay delivery of any goods, services 

or payments being made to the Customer from the Company or any of its affiliates.  The 

Company is not liable for any delay which occurs as a result of the Company taking such 

reasonable actions to comply with applicable Money Laundering and Terrorist Financing Law. 

Termination of Customer Relationships 

1) The Customer shall comply promptly upon receipt of any notification from the Company to 

terminate its commercial relationship with and cease supplying its tobacco leaf and/or 

products to a Subsequent Customer on the basis that:  

a) the Company has Documentary or Other Substantive Evidence that the Subsequent 

Customer is involved in illicit trade, or has committed a Money Laundering or 

Terrorist Financing Offence, Tax Evasion Offence or Tax Evasion Facilitation 

Offence; or 

b) the Company has received a written notification from a regulatory authority that the 

Customer should terminate its commercial relationship with and cease supplying 

tobacco leaf and/or products to the Subsequent Customer.  For the avoidance of 

doubt, such written notification from a regulatory authority is accepted by the 

Customer as conclusive proof that the Subsequent Customer is engaged in illicit 

trade. 

2) The Company shall have the right at any time to terminate this Agreement immediately by 

giving written notice to the Customer: 

a) upon the request of a regulatory authority based on credible evidence supporting the 

view that the Customer has knowingly or recklessly engaged in the unlawful 

manufacture, sale, distribution and storage of contraband tobacco leaf and/or 

products and/or related money laundering (including the commission of a Money 

Laundering or Terrorist Financing Offence, Tax Evasion Offence or Tax Evasion 

Facilitation Offence); 

b) in the event that the Company reasonably believes that the Customer is 

unreasonably failing to minimise the risk of the sale of tobacco leaf and/or products 

being illicit trade and where the Customer has been unable to remedy the Company's 

concerns within a period reasonably determined by the Company in a notice to the 

Customer; 

c) in the event that the Company has Documentary or Other Substantive Evidence to 

show that the Customer is knowingly or recklessly engaged in the unlawful 

manufacture, sale, distribution and/or storage of contraband tobacco leaf or products 

sold by the Customer or its affiliates and/or related money laundering (including the 

commission of a Tax Evasion Offence or Tax Evasion Facilitation Offence); 

d) the Company forms the suspicion that the Customer is committing, has committed or 

is likely to commit a Money Laundering or Terrorist Financing Offence; 

e) in the event that the Customer fails to provide any information documents reasonably 

requested by the Company within 20 Business Days of such a request from the 

Company, or such other time agreed by the parties in writing; or 

f) in the event that the Customer does not comply with a request to terminate its 

commercial relationship with a Subsequent Customer as set out in Clause [1] above. 

Definitions 

"Company" means the contracting BAT operating company. 
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"Documentary or Other Substantive Evidence" means (i) a criminal conviction in any official 

court or tribunal of any jurisdiction for any offence relating to the manufacture, sale, distribution 

and/or storage of counterfeit product or contraband cigarettes/tobacco or any other related illegal 

activity; or (ii) a finding by any official court or tribunal of any jurisdiction in any civil case of 

involvement in the manufacture, sale, distribution and/or storage of counterfeit product or 

contraband cigarettes/tobacco, or any other related illegal activity. 

"Illicit trade" means the unlawful sale, distribution and/or storage of contraband tobacco leaf or 

products, including the shipment of such tobacco leaf and/or products without declaration or the 

payment of excise duties and/or other taxes and/or related money laundering. 

"Money Laundering or Terrorist Financing Law" the Proceeds of Crime Act 2002 or the 

Terrorist Act 2000 or any other similar local or national laws, regulations, rules or regulatory 

guidance relating to anti-money laundering or counter terrorist financing. 

"Money Laundering or Terrorist Financing Offence" means an offence under applicable 

Money Laundering or Terrorist Financing Law including without limitation any offence of (i) 

concealing, disguising, converting or transferring criminal or terrorist property, (ii) becoming 

concerned in arrangements which facilitate another person’s use acquisition or control of criminal 

property or terrorist property, (iii) acquiring, using or possessing criminal property or terrorist 

property, or (iv) inviting another person to provide money or property or receiving money or other 

property from another person with the intention or suspicion that the property be used for the 

purposes of terrorism. 

"Subsequent Customer" means a subsequent customer of the Customer. 

"Tax Evasion Offence" means an offence of: (i) cheating the public revenue or (ii) being 

knowingly concerned in, or taking steps with a view to, the fraudulent evasion of a tax. For the 

avoidance of doubt, "tax" includes any excise duty or tax or levy chargeable in any jurisdiction. 

"Tax Evasion Facilitation Offence" means an offence of: (i) facilitating a Tax Evasion Offence 

by being knowingly concerned in, or in taking steps with a view to, the fraudulent evasion of a tax 

by another person; or (ii) aiding, abetting, counselling or procuring the commission of a Tax 

Evasion Offence. 

"Taxation Laws" means all applicable taxation laws including but not limited to the UK Criminal 

Finances Act 2017, modification, or replacement of the same from time to time, and any 

subordinate legislation made under the same. 
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APPENDIX C: KYC FORMS 

a) Template Customer Information Form 

 

 

 

 

 

 

1. Customer information 
A. Full legal or registered name of Customer:      B. Doing business as (trade name):  

 

 
C. Previous legal or registered name(s) of Customer:   D. Previous business/trading name(s) 
(in the past 12 months)        (in the past 12 months)  
 

 

 

E. Please provide explanation for change of registered name(s):  
(Where applicable) 

 
 

                       For BAT operating company use only: please tick this box (and the boxes below) if the information supplied is complete   

F. Principal place of business address   City  Province / State / County   Postal code 

 
 

G. Previous principal place of business address(es)                 City  Province / State / County                  Postal code 
(in the past 12 months)         

 

 

 

H. Entity type (form):   

          

□ Proprietorship                          Date of incorporation or registration:  _____________________ 

□ Partnership          Place of incorporation or registration:  _____________________ 

□ Corporation           Business registration number, if applicable: _____________________ 

□ Other _______________  

 
For legal entities, provide copies of documents showing entity is duly registered with, and authorised by governing authorities 

I. Number of employee(s):  

 

 

J. Are all valid permits, licenses and authorisations to conduct business in the country in which you sell or will sell tobacco products (business license, 

tax registration, tobacco permit, other) in place? 

 

□ Yes □ No (please provide an explanation on a separate sheet of paper)  

 

Please attach a listing of permits, licenses and authorisations along with copies of each listed item 

  

CUSTOMER INFORMATION FORM 
For Customer approval under the Supply Chain Compliance Procedures (SCCP) 

Please use blue ink and write using BLOCK LETTERS 

 
 

BAT entity ____________________ 

New Customer  

Existing Customer 

(please tick one of the boxes above) 
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2. Ultimate Beneficial owner information (attach separate sheet if many)    
Provide information on all beneficial owners that have ultimate control / ownership of the Customer 
(i.e. the individuals that have ultimate ownership/control of the company or party i.e. with a 20% or greater holding) 

Full name (Title, First Name, Middle Name, Last Name) Other names known by (local 

language)  
 
 

Date of birth: 

Home address               City  Province / State / County  Postal code  
 

d d m m y y y y 

 

 

       

Sex:   □ Male     □ Female                Nationality                                          Country of residence 

 
                                                                                    
                                                                                 
 

Please provide a copy of any valid photographic ID issued by a competent legal authority (i.e. Passport, driving license, voter ID, National ID, 

Green Card, etc.) for all named individuals or company registration details (if a legal entity) 
  

 

 
 

3. Bank account to be used for payments (attach separate sheet if more than one account)       
Branch number Institution Number Account number 

 

 

                   

Name of financial institution                                                        

 
Branch address                                                                           City                                  Province / State / County               Postal code 

 
IBAN Number/ SWIFT NUMBER 

 

 

Account holder name                   

 
Account holder address                                                              City                                  Province / State / County               Postal code 

  

Does the account through which payment will be made belong to an affiliate of the Customer? □ No  □ Yes  

 

If yes, indicate the precise relationship between the Customer and the affiliate (upon which identification checks will also need to be made): 
 

 

 

 

4. Primary contact person                                

Full name (Title, First Name, Middle Name, 

Last Name) 

 

 

Other names known by (local language) 

 

 

       Position                          

□ Passport  

□ National ID Card 

□ Other (Please provide details): 

 

Home address                                           City     Province / State / County                           Postal code  
 

 

Date of birth Nationality:                                                                                          Sex:        □ Male       □ Female 

 

                           

d d m m y y y y                             Country of residence: 

        

Please provide a copy of any valid photographic ID issued by a competent legal authority (i.e. Passport, driving license, voter ID, National ID, 

Green Card, etc.) for the primary contact person.  
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5. Directors and officers (attach separate sheet if many)        

Full name (Title, First Name, Middle Name, 

Last Name) 

 

 

Other names known by (local language) 

 

 

       Position                          

□ Passport  

□ National ID Card 

□ Other (Please provide details): 

 

Home address                                           City     Province / State / County                            Postal code  
 

 

Date of birth Nationality:                                                                                          Sex:        □ Male       □ Female 

 

                           

d d m m y y y y                             Country of residence: 

        

Please provide a copy of any valid photographic ID issued by a competent legal authority (i.e. Passport, driving license, voter ID, National ID, 

Green Card, etc.) for all named Directors and Company officers. 

                        

 

 

6. Authorised representatives (attach separate sheet if many)       

Full name (Title, First Name, Middle Name, 

Last Name) 

 

 

Other names known by (local language) 

 

 

       Position                          

□ Passport  

□ National ID Card 

□ Other (Please provide details): 

 

Home address                                           City     Province / State / County                           Postal code  
 

 

Date of birth Nationality:                                                                                          Sex:        □ Male       □ Female 

 

                           

d d m m y y y y                             Country of residence: 

        

Please provide a copy of any valid photographic ID issued by a competent legal authority (i.e. Passport, driving license, voter ID, National ID, 

Green Card, etc.) for all named Authorised representatives.                      

 

 

 

7. Affiliated companies (attach separate sheet if many)        

Please list any other entity directly controlling, controlled by, or under common control of the Customer 

Full name           Other names                                                               Country of incorporation 

 
Full name         Other names                                         Country of incorporation 

 
Full name Other names                                          Country of incorporation 
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8. Declarations            

Have criminal convictions or legal charges ever been laid against the Customer and / or any of its Managers, Directors or Officers? 

□ No criminal convictions or legal charges have been laid.        

□ Criminal convictions or legal charges have been laid, as described below:  

_______________________________________________________________________________________ 

_______________________________________________________________________________________ 

_______________________________________________________________________________________ 
 

Have criminal convictions or legal charges ever been laid against the Proprietorship, Partnership, Corporation, Other (as defined in 1 above)? 

□ No criminal convictions or legal charges        

□ Criminal convictions or legal charges, as described below:  

_______________________________________________________________________________________ 

_______________________________________________________________________________________ 

_______________________________________________________________________________________ 

 
 

 

 

 

9. Sales plan of "BAT" branded products           

Provide a 12 month sales plan (attach separate document), including but not limited to the following information: 

 

▪ Forecast sales volume of "BAT" branded products           
 

▪ Intended geographic market(s) of distribution / retail sale of "BAT" branded products 
 

▪ List of onward customers for tobacco products (where sales are to wholesalers)  
                                                                                                                                                              

□ Confidential / not disclosing (please provide an explanation on a separate sheet of paper)  
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The information provided in this form has been provided by a duly authorised representative of the Customer who is 

responsible for providing accurate and all relevant information. If any of the information in this form should change you 

undertake to inform and update the applicable contact at the BAT operating company as soon as practicable. 

 

This form has been completed on: 

 

 

d d m m y y y y 

        

Signature of Customer's duly authorised representative 

 

Name and title of Customer's duly authorised representative 

 

 

 

 

 

 

 

 

FOR INTERNAL BAT OPERATING COMPANY USE ONLY 

□ Customer has not completed and / or signed the Customer Information Form 

 
 (Please tick the box above and complete the date and signature information below only if the Customer has completed and signed this form)  

 

 

 

This form has been completed on: 

 

 

 

d 

 

d m m y y y y 

 

 

 

       

Signature of duly authorised representative at the BAT operating company 

 

 

Name and title of duly authorised representative at the BAT operating company 

 

 

  

 

Please forward the original copy of this completed form to your {name of contact at the BAT operating 

company} 

 

For questions about this form, please call your {name of contact at the BAT operating company} 
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b) Template Due Diligence Checklist 

 

 

 

 

 

 

Customer name:  _____________________________________ 

All sections should be completed by the Interviewer only 

1. Customer interview and visit to principal place of business 

Date of meeting 

 

 

Location of meeting 

 

Person(s) with whom meeting was held (Customer): 

Name 

 

 

 

Title 

 

 

Name 

 

 

 

Title 

 

 

Date of visit of principal place of business 
 d d m m y y y y 

         

Address of principal place of business 

 

 

 

 

 

City Province / State / County Postal Code 

 

Interviewers: 

Name 

 

 

Title 

 

 

Name 

 

 

Title 

 

 
For BAT operating company use only: please tick this box  

(and the boxes below) if the information supplied is complete 

 

 

2. Assessment of Customer commitment to the SCCP 
Guidance on supply chain compliance practices has been provided to the Customer. 

 

This guidance includes, but is not limited to: 

• The SoBC 

• Appendix H of the SCCP 

• Customer Due Diligence requirements 

• Policy opposing illicit trade in the tobacco leaf and/or products of BAT operating companies and tobacco products generally 
 

The Customer has confirmed his or her ability and commitment to comply with the objectives and procedures covered in the SCCP   
 

□ Yes   □ No 
 

  

DUE DILIGENCE CHECKLIST 
For Customer approval under the Supply Chain Compliance Procedures (SCCP) 

Please use blue ink and write using BLOCK LETTERS 

 
 

BAT entity ____________________ 

New Customer  

Existing Customer 

(please tick one of the boxes above) 
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3. Due diligence information and activities 

CHECKLIST COMMENTS / EXCEPTIONS 

DUE DILIGENCE CHECKLIST (this document) 

A. Meet with Customer □ Yes □ No 

 

 

 

 

B. Visit Customer's primary place of business □ Yes □ No 

 

 

 

 

 

C. Provide AIT policies to Customer (including the SoBC and 
Appendix H of the SCCP) 

 

□ Yes □ No  

 

D. Complete Customer scorecard   
 

□ Yes     □ No  

CUSTOMER INFORMATION FORM  

E. Entity registration document(s) □ Yes □ No 

 

 

 

 

F. Copies of tax, license and other permits □ Yes □ No 

 

 

 

 

G. Copies of beneficial owners' identification documents □ Yes □ No 

 

 

 

 

H. Bank account information / details □ Yes □ No 

 

 

 

 

I. Copies of valid identification documents (Directors, 
Company officers and Authorised representatives) □ Yes □ No 

 

 

 

 

J. List of affiliated companies □ Yes □ No 

 

 

 

 

K. Declarations of criminal / legal charges □ Yes □ No 

 

 

 

 

 

L. Sales plan □ Yes □ No 

 

 

 

 

 

M. Informed Customer of requirement to provide accurate and 
all relevant information; and their obligation to communicate 
changes relating to Customer information to the applicable 
contact at the BAT operating company as soon as 
practicable 

 

□ Yes □ No  
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CUSTOMER CONSENT FORM(S) 

N. Customer Consent Form(s) completed and signed for all 
named individuals  □ Yes □ No 

 

 

 

OTHER ACTIVITIES  

□ A credit check on the Customer has been completed, and the Customer has an acceptable rating 

□ A check on the source of wealth of the Customer has been completed, and no suspicious information was identified  

□ A screening database / background check on the Customer has been completed, and the search returned no adverse findings 

 

 

 

4. Interviewer’s recommendation and comments 

Recommend approval of Customer:                                  □ YES                □ NO 

 

COMMENTS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Interviewer’s signature 
Signature and date: 

d d m m y y y y 

        

Print name 

 

Print title 
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c) Template Customer Consent Form 

 

 

 

 

Company information 
Customer name 

 

 

 
                                         For BAT operating company use only: please tick this box (and the boxes below) if the information supplied is complete 
 

 

Agreement    
The Customer and the Company agree both parties will act as independent controllers in relation to any processing of personal data 

set out in this Customer Consent Form. Nothing in this Customer Consent Form is intended to create a relationship under which 

either the Company or the Customer acts as a processor on behalf of the other. 

The Customer agrees to allow the abovementioned BAT entity (the "Company") and others within the BAT Group, to process 

"PERSONAL DATA", being personal data in relation to which the Customer is controller, including that of the Customer's key 

personnel, customers or potential customers and its ultimate beneficial owner(s) (the "Customer Personnel"), as required for the 

Company to conduct the Purposes (as defined below). 

The Customer acknowledges, warrants, represents and undertakes that:  

(i)  the Customer shall provide the PERSONAL DATA to the Company as described in: (1) this Customer Consent Form, (2) 
the contracted relationship between the Company and the Customer and (3) in the Customer Due Diligence 
Requirements; 

(ii)  the Customer shall provide the PERSONAL DATA to the Company primarily through the Customer Information Form, or 
as otherwise required by the Company; 

(iii) the Customer provides the PERSONAL DATA to the Company in compliance with applicable data protection legislation, 
having obtained any necessary consents or explicit consents from the Customer Personnel or, as applicable, fulfilled 
another lawful basis and having provided the Customer Personnel with adequate information about how the PERSONAL 
DATA may be processed by the Company and others within the BAT Group;  

(iv) the Company and the BAT Group may process the PERSONAL DATA for the purposes of carrying out appropriate due 
diligence (the "Purposes"). Such processing in order to carry out the Purposes may include searches and enquiries in 
order to satisfy the Company and the BAT Group as to the financial status and/or integrity of the Customer, its key 
personnel, customers and beneficial owner(s) and its ability and willingness to comply with the policies and procedures of 
the Company; and 

(v) the Company may disclose such PERSONAL DATA to the BAT Group and its subcontractors and also upon request, to 
OLAF, a participating Member State, national authority or law enforcement agency as permitted under applicable data 
protection legislation. Where disclosure constitutes a transfer of data from a country within the European Economic Area 
(or the UK to the extent the UK is no longer a Member State) to a THIRD COUNTRY, the Company will ensure that, if 
required, appropriate contractual provisions are in place with the recipient of the PERSONAL DATA prior to that transfer, 
to protect the PERSONAL DATA in compliance with applicable data protection legislation. 

In providing the PERSONAL DATA to the Company, the Customer acknowledges, warrants, represents and undertakes to comply 

with all applicable data protection legislation including (non-exhaustively and without limitation) by: 

(i)  meeting all lawful bases obligations under the Regulation and best practice in relation to the Guidance; 

(ii)  designating a data protection contact point for Customer Personnel (and notifying the Company and Customer Personnel 
of such designated data protection contact point) and, except as in accordance with (iii) below, responding to Customer 
Personnel data subject requests and/or complaints in accordance with applicable data protection legislation; 

(iii)  (1) notifying the Company as soon as reasonably practicable of any data subject request, complaint, concern or other 
correspondence received by the Customer which relates in any way to the Company or BAT Group or the Company's or 
BAT Group's involvement in the Purposes (each a "Company Request"), (2) assisting the Company or BAT Group to 
respond to a Company Request as reasonably required by the Company or BAT Group; and (3) assisting the Company 
or BAT Group in meeting the Company's or BAT Group's compliance with data protection legislation, including 
obligations to investigate, remediate and provide information to supervisory authorities or data subjects about personal 
data breaches without undue delay, to carry out privacy impact assessments and to consult with supervisory authorities 

CUSTOMER CONSENT FORM 
For Customer approval under the Supply Chain Compliance Procedures (SCCP) 

Please use blue ink and write using BLOCK LETTERS 

 
 

BAT entity ____________________ 



 

[NAME OF CUSTOMER] 
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regarding processing which is the subject of a privacy impact assessment; 

(iv)  ensuring that the PERSONAL DATA provided to the Company is accurate and, where appropriate, kept up-to-date; 

(v)  not knowingly causing the Company or BAT Group to breach data protection legislation; and 

(vi)  implementing appropriate technical and organisational security measures to ensure a level of security appropriate to the 
risks that are presented by the processing and the nature of the PERSONAL DATA to be protected.  In case of a 
personal data breach, The Customer will notify the Company immediately upon becoming aware of it and manage and/or 
assist the Company or BAT Group in managing at the Company's absolute discretion such a personal data breach in full 
accordance with the requirements of data protection legislation. 

The Customer agrees to indemnify and keep indemnified and defend at its own expense the Company and BAT Group against all 

costs, claims, damages or expenses incurred by the Company or BAT Group or for which the Company or BAT Group may become 

liable due to any failure by the Customer or its employees, agents or subcontractors to comply with any of its obligations under this 

Customer Consent Form. 

Each party shall perform its obligations under this Customer Consent Form at its own cost. 

 

 

Customer / individual confirms receipt of this form 

 

Customer agrees to provide the PERSONAL DATA to the Company as set 

out in this Customer Consent Form: 
 

□ Yes          □ No 

□ Yes          □ No (please provide an explanation on a separate sheet of 

paper) 

This form has been completed on:  
d d m m y y y y 

        

Signature of Customer's duly authorised representative 

 

Name and title of Customer's duly authorised representative 

 

 

For the purposes of this Customer Consent Form, the terms, "controller", "data subject", "personal data", "personal data breach", 

"processing", "processor", "special category personal data" and "supervisory authorities" will have the meaning given to them by 

Regulation (EU) 2016/679 (the "Regulation"). "Lawful basis/bases" means a lawful basis for processing personal data under Article 6 

of the Regulation, and a lawful basis for processing special category personal data under Article 9 of the Regulation, as applicable.   

 

"Data protection legislation" means the following to the extent they are applicable (each as amended or replaced from time to time): 

(1) the United Kingdom Data Protection Act 2018 or its successor; (2) the Regulation together with any national laws implementing the 

same; and (3) guidance, guidelines or opinions published by the European Data Protection Board, Information Commissioner's Office 

or other relevant data protection authority ("Guidance"). 

 

  FOR INTERNAL BAT OPERATING COMPANY USE ONLY 

The form has been completed on: 
d d m m y y y y 

        

Signature of duly authorised representative at the BAT operating company 

Name and title of duly authorised representative at the BAT operating company 

 

  



 

[NAME OF CUSTOMER] 
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d) Template Customer Review Form 

 

 

 

 

Customer name:  _____________________________________ 

 
All sections should be completed by the Authorised approver only         

1. Customer profile review 

A. Verify completion of all Customer profiling documentation:  

□ Customer Information Form - completed and signed by Customer or the Interviewer 

COMMENTS: 

 

          For BAT operating company use only: please tick this box (and the boxes below) if the information supplied is complete 

□ Due Diligence Checklist  - completed and signed by the Interviewer 

COMMENTS: 

 

 

□ Customer Consent Form(s)  - completed and signed by all named individuals and the Interviewer 

COMMENTS: 

 

 

B. Verify Customer eligibility: 

□ Customer [Customer Information Form – Section 1] is not listed on Schedule of Terminated Customers 

 

 

2. Remediation plan 
Based on the review of Customer Information Form and Due Diligence Checklist, is a remediation plan required to address any 

deficiencies? 

□ Yes       □ No  

If YES, please contact the Interviewer who completed the Due Diligence Checklist and ensure a remediation plan has been / is put in place and 

agreed with the Customer. 

 
 
3. Review completed 

Signature of Authorised approver and date: 
d d m m y y y y 

        

Print name 

 

Print title 

 

CUSTOMER REVIEW FORM 
For Customer approval under the Supply Chain Compliance Procedures (SCCP) 

Please use blue ink and write using BLOCK LETTERS 

 
 

BAT entity ____________________ 



 

[NAME OF CUSTOMER] 
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4. Authorised approver sign-off 

Based on the successful completion of Section 1 & 2 of the Customer Review, as well as the results of any 

further investigation (attached if applicable), British American Tobacco is satisfied that the Customer has 

met all required due diligence obligations and is committed to honour the objectives and practices set forth 

in the SCCP to the extent applicable to it.  Therefore, the Customer shall be GRANTED Approved 

Customer status. 

□ 

□ Customer added to Schedule of Approved Customers  

 

Based on the completion of Section 1 & 2 of the Customer Review, as well as the results of any further 

investigation (attached if applicable), British American Tobacco is NOT satisfied that the Customer has met 

all required due diligence obligations and is committed to honour the objectives and practices set forth in the 

SCCP to the extent applicable to it.  Therefore, the Customer has NOT BEEN GRANTED Approved 

Customer status. 

□ 

Comments (these may be fed back to the Customer by an Account Representative) 

 

 

 

 

 

  

 

 

 

 

 

 

 

Signature of Authorised approver and date: 
d d m m y y y y 

        

Print name 

 

Print title 
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APPENDIX D: SEIZURE MANAGEMENT PROCESS 

From time to time companies in the BAT group receive information regarding seizures of products 

by law enforcement agencies (LEAs) which the LEAs have reason to believe may have been 

diverted into illicit trade channels.  These products may be counterfeit or genuine tobacco 

products which may have been smuggled.  This Appendix sets out guidance on the steps BAT 

operating companies should consider undertaking when they become aware of seizures involving 

genuine tobacco products.  Seizures of counterfeit products are outside the scope of this 

document. 

The procedures to be followed by BAT operating companies upon receipt of seizure information 

will depend on the applicable legal obligations and the level of risk presented by the relevant end 

market.  There are established seizure management procedures in place for seizures notified to 

companies in the BAT group by Her Majesty’s Revenue and Customs (HMRC) and the Anti-

Fraud Office of the European Union (OLAF), summarised in the process map below. 

Where seizures do not fall within the scope of the established "HMRC" and "OLAF" procedures, 

BAT operating companies should contact the SCCoE for assistance on developing and 

implementing appropriate processes in light of prevailing circumstances in the relevant end 

market.  The process map for seizures notified by "Other LEAs" provides a guide for what such 

processes may include. 

In summary, the steps should include: 

1) Assessing seizure notification received from authorities and incorporating information 

supplied into your general assessment of illicit trade risk in your market. 

2) Investigating the seizure.  To the extent reasonably practicable, this should include: 

a. arranging an inspection of the seized products and collating resulting information, 

including any available track and trace data; 

b. verifying the authenticity of the seized products to determine whether they are 

genuine tobacco products or counterfeit; 

c. identifying the point in the supply chain at which the products (if genuine) left the 

legitimate supply chain; and 

d. reporting the results of your investigation to the authorities. 

3) Follow-up action to reduce the risk of further seizures occurring.  Such actions may 

include: 

a. introducing additional controls to reduce the risk of tobacco products being diverted 

into illicit trade channels; 

b. liaising with any Customers identified as the source of seized products to determine 

what additional controls they can introduce to reduce the risk of tobacco products 

being diverted into illicit trade channels; 

c. continuing or increasing monitoring of illicit trade in a specific market/brand; and 

d. reducing, suspending or ceasing supplies to Customers where appropriate. 

Each end market should have a clear process to support the decision to reduce, suspend, cease 

and (where relevant) reinstate supplies to Customers.  BAT operating companies should provide 

guidelines to Customers on best practices to avoid facilitating smuggling and should satisfy 

themselves that Customers are complying with these guidelines before reinstating supplies. 

What follow-up steps are appropriate will depend on a number of factors, including the pattern of 

seizures, nature of illicit trade and what tools/resources are available in the relevant market.  

Assistance may be sought from the SCCoE and any steps/processes implemented should be 

agreed by the local LT with input, as required, from the SCCoE. 
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The local LT should keep the SCCoE updated on follow-up actions taken and outcomes so that 

companies in the BAT group can keep the relevant regulatory authorities appropriately informed. 

 



 

 

- 36 - 

Seizure Management Process map5 

This process map summarises the established procedures for managing seizures notified by OLAF under EUCA and by HMRC under the UK TPDA.  The 

flowchart for seizures notified by Other LEAs is intended to provide guidance on potential steps, but appropriate procedures should be developed in each case, 

addressing the specific requirements of the relevant end market and applicable legal obligations. 

 

 

                                                   
5  For seizures below certain volume thresholds as determined e.g. by legislation, inspections may not be feasible.  BAT operating companies should consider what other reasonably practicable measures 

are possible depending on the information available about the seizure. 

OLAF notifies 
Centre

Centre informs 
IMRS for seized 

product

Inspection of  
seized product

Lab checks 
authenticity of 

product

Calculate and 
make seizure 

payment
Report to OLAF

Governance 
triggered + end 
market review

Border 
Force/HMRC 

notifies Centre

Centre informs 
IMRS for seized 

product

Inspection of 
seized product

Lab checks 
authenticity of 

product
N/A Report to HMRC

Governance via 
Seizure 

Management 
Dashboard 

LEA notifies end 
market of seizure

End market 
informs Centre

Inspect product if 
reasonably 
practicable

Check 
authenticity of 

product

Comply with any 
financial 

obligations 
arising from 

seizure

Report to LEA as 
necessary

End market and 
Centre to agree 

follow-up actions

Seizure 
occurrence 

O
L

A
F

 
H

M
R

C
 

O
th

e
r 

L
E

A
s
 

Initiate seizure 
response 

Organise 
inspection 

Inspector 
reports to Lab 

Financial input 
- VAT, tax, price 

Report to LEA Further actions 



 

 

- 37 - 

APPENDIX E: METHODS FOR EVALUATING LEGITIMATE DEMAND 

A high-level summary of factors to be considered when evaluating legitimate demand for a 

market/brand is provided below.  However, more detailed guidance can be supplied, and a 

legitimate demand template model has been developed to assist BAT operating companies when 

calculating legitimate demand for brands supplied in their markets.  For assistance, please 

contact the SCCoE. 

 Elements6 Comments 

Local population [only consider population 18+]  Use relevant statistical source. 

Visitor population [only consider population 18+]: 

a. tourists [who consume product while on 
vacation and/or purchase product to bring 
back to their country]; 

b. travelling consumers/cross border 
shoppers [who visit primarily for tobacco 
purchasing reasons]; 

c. workers [workers who commute for work 
on a daily basis from one country to 
another, expatriate population, etc.]; and 

d. transiting population [who are travelling to 
another destination but stop by to 
purchase tobacco]. 

It is for the end market to consider what 
the relevant visiting population(s) would be 
for the purposes of assessing consumption 
of a specific brand and/or total 
consumption for the product category (e.g. 
RYO, MYO, cigarettes). 

End markets may wish to break down 
visitors by country of origin in order to 
reflect different consumer behaviour 
assumptions in their calculations. 

End markets should assess length of stay 
for each particular category of consumer in 
order to assess amounts 
consumed/purchased in the country. 

Restrictions [legislative or indicative] on 
the amounts that may be taken in or out of 
the country should be taken into 
consideration. 

Mode of transportation should be split between 
different means of travelling: 

a. by sea; 
b. by air; and 
c. by land [e.g. organised tours by buses, 

individual cars, trains, etc.]. 

For different modes of transport different 
assumptions may be used, e.g. travellers 
by car may purchase larger amounts vs. 
those travelling by air. 

Use statistical/survey data where 
available. 

Smoking incidence  End markets may use different incidences 
for different age ranges. 

End markets may decide to include 
occasional smokers as well. 

Incidences will have to be appropriately 
applied for both local and visiting 
populations. 

Average daily consumption Use relevant statistical source. 

                                                   
6  When evaluating legitimate demand, end markets should consider the following inputs, supporting these with 

independent evidence where reasonably practicable.  Data and assumptions relied upon in calculating legitimate 

demand should be as robust as possible.  
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 Elements6 Comments 

Purchasing assumptions: 

a. for personal use; and 
b. for gifts. 

Purchasing rates may be higher than 
incidence rates based on market 
circumstances, for example: 

a. end markets may include non-
smokers as purchasers if there is 
reason to believe that non-smokers 
purchase tobacco as gifts in that 
market; and 

b. smokers may be overrepresented 
among visitors, etc. 

End markets should adopt reasonable 
assumptions based on their understanding 
of specific end market circumstances and 
consumer behaviour. 

Assumptions regarding average amounts 
purchased should be supported by robust 
evidence such as market research where 
available. 

End markets should be prepared to 
substantiate assumptions made if 
challenged. 

Growth/decline in volume As per the regular S&OP process, each 
end market should take into consideration 
economic and legal factors that may 
influence total market/consumption. 

Conversion rate The following gram to stick conversion 
rates should apply where relevant: 

RYO: 0.8g 
MYO: 0.4-0.5g 

Total market Factor in the total market volume into your 
considerations. 

The BAT operating company's share of market End markets may consider using share of 
market of other end markets where 
relevant, as a reference point for the 
estimated market share among the visiting 
population. 

Where required, the SCCoE will be able to help in devising a model to assist end markets with 

their legitimate demand calculations.  Legitimate demand calculations should be approved by the 

General Manager of the local operating company and noted by the Regional Marketing Manager.   
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APPENDIX F: TRAINING 

a) Training for employees of BAT operating companies 

BAT operating companies should ensure that all employees who have or may have a role facing 

Supply Chain Entities, including any employees in Trade, Procurement and LEX, undertake 

supply chain integrity and compliance training.  An updated online training module will be 

available shortly.  Please contact the SCCoE for further details. 

b) Training for Supply Chain Entities 

BAT operating companies may wish to consider conducting training for Supply Chain Entities in 

high-risk markets to address the specific circumstances giving rise to illicit trade risks in that 

market. 

Updated online training module will be available shortly.  Please contact the SCCoE for further 

details.  
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APPENDIX G: ANTI-MONEY LAUNDERING AND COUNTER TERRORIST FINANCING 

a) Money laundering and terrorist financing red flags 

Employees, contractors and other agents or staff of BAT operating companies should be able to 

identify certain warning signs or red flags which could indicate that a transaction or Supply Chain 

Entity is engaged in money laundering or terrorist financing, or represents a high risk of money 

laundering or terrorist financing.  These red flags include, but are not limited to: 

1. Supply Chain Entities or Suppliers who are unable to unwilling to provide all relevant KYC 

or KYS information or who cannot explain irregularities in their KYC or KYS information. 

2. Demand for tobacco products which greatly exceed legitimate demand for that region or 

Supply Chain Entity. 

3. Requests to implement unusual or inexplicable payment methodologies or processes (for 

example requests to implement rebates or buy backs which do not appear to have a 

legitimate purpose or requests to pay for large sums in cash amounts). 

4. Requests to make or receive payment by way of a third party or from an unconnected 

jurisdiction which cannot be explained. 

5. Adverse media checks identifying that the Supply Chain Entity is engaged in criminal or 

terrorist activity or is connected with criminal or terrorist groups or networks. 

6. The presence of tobacco products in regions or areas which are not subject to a supply 

arrangement with a BAT operating company and which can be traced to another region or 

area.  This could, for example, indicate smuggling and in extreme situations could 

indicate that tobacco products are being used to pay bribes or as illegal means of 

payment in areas controlled by terrorist groups or organised crime groups. 

7. Goods which have been seized under a seizure management process and which can be 

traced back to a specific customer may indicate that the customer has proceeds of crime 

which could be accepted by a BAT operating company in any future payments received 

from that Customer. 

Further information on the money laundering and terrorist financing risks facing BAT operating 

companies is contained in our SOBC.  The red flags above should be read in conjunction with the 

Money Laundering section of the SOBC. 

b) Escalation process for money laundering or terrorist financing concerns 

All BAT operating companies must have in place policies and procedures to assist employees, 

contractors and other agents or staff of BAT operating companies to report suspicions of money 

laundering or terrorist financing to the local or regional LT.   

All employees, contractors and other agents or staff are obliged to report any suspicion of money 

laundering or terrorist financing to their local or regional LT.  The relevant LT will consider 

whether there is any requirement to make a report to the relevant authorities in respect of money 

laundering or terrorist financing and will either file, or assist the relevant employee, contractor, 

agent or staff member to file the report with the relevant authority.  Any queries or concerns 

relating to money laundering or terrorist financing should be directed to the local or regional LT. 
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APPENDIX H: SUMMARY OF SCC PROCEDURES (FOR SHARING WITH EXTERNAL THIRD PARTIES) 

a) Overview 

Purpose of this document 

The Standards of Business Conduct (SoBC) and applicable laws require BAT operating 

companies to ensure that they do not knowingly engage in unlawful trade of, or tax 

evasion/facilitation of tax evasion in relation to, our tobacco leaf and/or products and their 

business practices only support legitimate trade in tobacco leaf and/or products.  Similarly, other 

policies and procedures and applicable laws require BAT group companies to ensure that, in the 

course of its business, it does not engage in behaviour which constitutes or facilitates money 

laundering or terrorist financing. 

The procedures also require us to inform any person or entity (other than a BAT operating 

company or a direct store distribution customer (DSD Customer) of a BAT operating company) 

which directly purchases tobacco leaf and/or products from a BAT operating company 

(Customer) and any person or entity engaged by contract by a BAT operating company to 

manufacture, sell, distribute or store any tobacco leaf and/or products (Contractor) about these 

anti-illicit trade policies and procedures (SCC Procedures). 

This document provides an overview for our Customers and Contractors (together, Supply Chain 

Entities) on how we comply with our commitments regarding illicit trade and tax evasion and to 

help you to understand the role that you play in ensuring that these SCC Procedures are 

followed.  Our objective is to maintain robust supply chain controls and to take appropriate action 

where there are risks that our tobacco leaf and/or products may be smuggled and/or that taxes 

may be evaded. 

Should you require any further information about these SCC Procedures, please do not hesitate 

to get in touch with your local representative. 

Application 

All BAT operating companies are expected to abide by the SoBC.  We are required to maintain 

certain controls in respect of all markets into which our tobacco leaf and/or products are supplied 

to prevent our tobacco leaf and/or products being diverted into illicit trade channels. 

Additional controls will be required in certain markets representing a high risk of being the source 

of smuggled tobacco leaf and/or products and/or in respect of certain brands which are at high 

risk of being smuggled and/or tax being evaded.  

All of our Supply Chain Entities are required to adopt all controls which are appropriate given 

market conditions and risk levels. 

Failing to observe these SCC Procedures may result in BAT operating companies taking steps as 

identified below, including the suspension of supplies of tobacco leaf and/or products and/or 

termination of dealings with non-compliant Supply Chain Entities. 

Status of procedures 

SCC Procedures and the assessment of high-risk markets and/or brands will be reviewed on a 

regular basis.  These SCC Procedures will be revised and updated in accordance with any 

relevant changes in the SoBC or other policies, principles and standards, legislative 

amendments, specific requests from authorities, and other developments and trends identified in 

the market and general business environment. 

http://www.bat.com/sobc
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b) Supply chain controls applicable to all markets 

The SoBC expect BAT operating companies to maintain controls to prevent tobacco leaf and/or 

products being diverted into illicit trade channels. 

In all end markets, these controls should include:  

'Know your customer' and 'know your supplier' evaluation and approval procedures 

'Know your customer' (KYC) and 'know your supplier' (KYS) are important procedures.  They are 

necessary for ensuring that our tobacco leaf and/or products are only sold to reputable 

Customers/DSD Customers and made using reputable Contractors. 

All BAT operating companies are required to conduct due diligence on Customers, DSD 

Customers supplied directly through a BAT operating company's in-house distribution and 

suppliers, including Contractors.  Where DSD Customers are supplied through Supply Chain 

Entities, the Supply Chain Entities should ensure compliance with KYC requirements in line with 

local legal requirements. 

Monitor supplies to market 

BAT operating companies are required to monitor the overall mix and volume of tobacco products 

supplied to individual markets. 

Procedures for investigating, suspending and terminating dealings with Supply Chain Entities 

suspected of involvement in illicit trade 

BAT operating companies are required to seek contractual rights to investigate, suspend and 

cease dealings with Supply Chain Entities, and to require Supply Chain Entities to cease dealings 

with parties further along the supply chain, if it is reasonably believed that Supply Chain Entities 

(or others in the supply chain such as subsequent customers) are involved, knowingly or 

recklessly, in illicit trade (including tax evasion and/or facilitation of tax evasion). 

Where BAT operating companies become aware of non-compliance by Supply Chain Entities, or 

others in the supply chain, (such as subsequent customers) with applicable laws and/or supply 

chain policies and procedures, they are required to take actions to address the non-compliance.  

Such actions may include: 

a. warning against non-compliance and requesting an explanation; 

b. asking for steps to be taken to remedy non-compliance; 

c. reduction in supplies of tobacco leaf and/or products; 

d. delisting of certain brands; 

e. capping sales; 

f. where necessary, suspension or termination of supplies;  

g. where necessary, cessation of dealings; and/or 

h. reporting non-compliance to the authorities. 

Response to notified seizures 

BAT operating companies are required to respond appropriately to all notifications of seizures of 

alleged "BAT" branded products by authorities.  To the extent reasonably practicable, steps 

should be taken to assess the information received, investigate the seizures and identify whether 

any actions can be taken or additional controls introduced in order to reduce the risk of tobacco 

products being diverted into illicit trade channels.  What actions/controls are appropriate will 

depend on the pattern of smuggling, available track and trace technology, circumstances of the 

seizure, etc. 
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BAT operating companies are required to provide information about seized products requested by 

regulatory authorities, and/or required by legislation, in accordance with the deadlines set by 

authorities/legislation and in any event without unreasonable delay. 

Your cooperation as Supply Chain Entities may be required to ensure appropriate actions are 

taken in response to notified seizures. 

Communication with Supply Chain Entities on illicit trade issues 

BAT operating companies are required to engage in regular communication with our Supply 

Chain Entities on illicit trade issues, to reinforce the importance of avoiding facilitating illicit trade. 

c) Additional supply chain controls applicable to high-risk markets 

BAT operating companies in high-risk markets are required to adopt the additional controls below 

where appropriate and reasonably practicable. 

Extended KYC procedures 

In high-risk markets, BAT operating companies are required to conduct due diligence in respect 

of all distributors of tobacco products to the retail level, including subsequent customers of a BAT 

operating company's Customers. 

Measures to ensure supply to markets reflects legitimate demand 

BAT operating companies are required to monitor the overall mix and volume of tobacco products 

supplied to individual markets to ensure supplies are consistent with legitimate demand in those 

markets. 

Where necessary, BAT operating companies may decide to cap sales in areas that represent a 

high smuggling risk or cap sales of specific brands representing a high smuggling risk. 

Tracking and tracing supplies 

BAT operating companies in high-risk markets are required to introduce track and trace 

technology to the first external customer.  The requirement to track and trace supplies to the first 

external customer may not apply in respect of certain end markets where a BAT operating 

company only supplies a single first external customer.  Your local BAT operating company 

representative will contact you to discuss any track and trace requirements and your cooperation 

may be required to ensure that they are appropriately implemented.  

BAT operating companies should be able to identify the first external customers which supplied 

seized tobacco products in respect of all seizures of tobacco products originating from high-risk 

markets. 

Where necessary to identify the point at which tobacco products have left the legitimate supply 

chain, BAT operating companies may need to introduce additional measures such as: 

• track and trace beyond the first external customer (Additional Customer Tracking or 

ACT); or 

• other checks (e.g. audits of retailer sales volumes) to ensure that all tobacco products 

supplied to a market are in fact ultimately sold at retail in the intended market. 

Your cooperation may be required in respect of these measures. 



 

 

- 44 - 

Training for Supply Chain Entities 

BAT operating companies may conduct training for Supply Chain Entities in high-risk markets to 

address the specific circumstances giving rise to illicit trade risks in that market.  Your local BAT 

operating company representative will get in touch to discuss the delivery of training, where 

applicable. 

Communication with subsequent customers on illicit trade issues 

To the extent that it is reasonably practicable, BAT operating companies may wish to consider 

communicating directly with subsequent customers, where this is required to address illicit trade, 

tax evasion and tax evasion facilitation risks in a specific high-risk market or in respect to specific 

high-risk brands.  Your cooperation may be required to facilitate such discussions. 


